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Digital sovereignty has gained popularity in various discourses. Political science usually
refers to a nation’s control over its digital policies, infrastructure, and data. In Information
Systems Research (ISR), the term usually refers to an organization’s control over its digital
assets and operations. In Human-Computer Interaction (HCI), the concept refers to issues
such as privacy, data protection, and personal autonomy on the Internet. This paper
examines these multi-layered discourses through a relational lens and presents eight models
of digital sovereignty based on the interplay between state, business, and individual actors.
By analysing the ways in which digital sovereignty is ascribed and how the power relations
between these levels are structured, the article provides a comprehensive understanding of
the different approaches and the interactions between the different levels. It also
illuminates the diverse discursive formations through which stakeholders articulate,
negotiate, and enforce their claims to sovereignty within digital realms.
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Introduction

Digital sovereignty emphasizes the importance of agency in the digital space.
However, it is not a coherent concept but is used in different discourses to refer to
the agency of various actors at different levels." In the realm of international relations
and governance, for instance, digital sovereignty refers to a nation’s control over its
digital policies and infrastructures. From an economic perspective, the term relates to
a company’s control over digital assets, business models, and operational excellence.*
At the individual level, the term touches on privacy, data protection, and personal
autonomy in the digital space.’

The literature usually considers the different levels in isolation, and the power
relations among the levels are typically neglected. In this paper, we argue for a
relational lens, which gives us a profound understanding of how the digital
sovereignty of governmental, economic, and individual actors mutually shapes each
other. This relational lens bridges the gap between a theoretical lens,* a narrative lens,’
and the relational actor-network lens® used to analyse individual cases. We can
identify eight different narratives of digital sovereignty constellations based on a
binary model that assumes that actors either possess digital sovereignty or lack
thereof. The strength of this approach is that it provides a framework that spans the
discourse space within which various concepts of digital sovereignty can be situated.
As an analytical model, it supports by making implicit assumptions and thought
patterns visible, illustrating where individual authors position digital sovereignty and
how power structures, negotiation processes, and relationships between actors are
theoretically conceptualized.
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This relational model of digital sovereignty, moreover, allows for a nuanced
understanding of digital sovereignty, acknowledging the complexity and
interconnectedness of the state, the economy, and the individual. Comparing the
different narratives highiights the various discourse structures and guides researchers,
policymakers, and activists in navigating the digital sovereignty landscape.

To develop such a relational model, we first provide a short overview on the
history of digitai sovereignty as well as an introduction into the most prominentiy
discussed actors in the field—governmental, economical, and individual actors. Based
on this background of literature, we present the development of our relational model.
This entails a description of our approach and line of thinking when developing the
model, as well as a detailed description of the eight narratives. Moreover, we discuss
the implications of our model afterward.

Digital Sovereignty: A Short History

Today, sovereignty always primarily means a state’s independence vis-a-vis
other states (external sovereignty) as well as its supreme power to command
all powers within the territory of the state (internal sovereignty).?

Sovereignty as a general concept has a long history, rooted in intellectual ideas such
as social contract theories, mercantilist economic theories, and civic rights theories.
In the 16th century, Jean Bodin attributed sovereignty to the ruler’s (the sovereign)
ability to make decisions and execute them.® A pivotal role in the ruler’s sovereignty
was his power over the state’s territory and geographical expanse.?

The digital sphere, however, needs to be a more clearly defined territory in
the sense of Bodin. In the early days of the Internet, cyber exceptionalism was
prominent, which argues that the digital sphere is fundamentally different. As
governments are too slow, too inefficient, and too bound by traditional territorial
borders, states cannot control the digital sphere. In contrast to this view, China,
Russia, and Iran are trying to achieve national digital sovereignty by restricting the
open Internet and promoting territorially closed networks.” It remains to be
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determined whether digital sovereignty will be achieved in the future by reclaiming
geographical borders or through new types of extraterritorial measures.

During the era of absolutism, it was unmistakably clear that only the king was
the sovereign. Yet, in the wake of the Enlightenment, modern thought has been
significantly influenced by the doctrine of Popular Sovereignty, which emphasizes
that the ultimate source of all authority exercised through the state’s pubiic
institutions originates from the peopie.‘2 So, in modern view, sovereignty is not
limited to the ruler or the state but is attributed to other actors as well.

Nowadays, digitai sovereignty is used as a normative®” and ernpiricai category™
to study companies and individuals. States, companies, and individuals claim and
bargain for sovereignty within different power constellations and political contexts,
cach with distinct goals, capabilities, and resources, leading to an uncertain outcome.
Some scholars also characterize this situation as a “tech war.”>

Despite its origins in military technology, the Internet, for instance, has
evolved into a primarily commercial domain. As power becomes concentrated among
a few large tech corporations, these companies are seen as true sovereigns in the digital
age.® At the same time, liberal democracies are increasingly demanding that digital
sovereignty be in the population’s hands. Following the idea that all power should
emanate from the people, safeguarding and promoting the digital sovereignty of the
individuals presents an essential guiding principle of the new digital humanism.”
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This brief overview of digital sovereignty highlights the necessity of
Conceptualizing the term in the plural, considering the various actors at different
levels.® While the goal of digital sovereignty applies equally to all actors, its meaning
varies at each level.”

Digital Sovereignty at Different Levels

Governmental Level

Digital sovereignty at the governmental level refers to the ability and authority of a
state to control and regulate critical infrastructures and technologies independently,
have authority over digital assets, and protect the data of its citizens and businesses.

Given the historical connotation of sovereignty in the last century as
governmental sovereignty, it is unsurprising that the nation is the most prominent
actor in claiming digital sovereignty. Regarding governmental sovereignty, Pohle et
al. identified two different lines of thinking.” The first line of thinking is represented
by authoritarian, non-liberal governments, which perceive free speech and self-
organization using digital channels as a threat to the political systems.” Those states
are ambitious in gaining control over social media and the Internet on their territory
while benefiting from other parts of global connectivity. Countries such as China®
and Russia* are typically named in this context.

The other side is represented by liberal democracies, where the notion of
digital sovereignty mainly refers to national authority and security concerns. For
example, the global connectivity of cyberspace creates new vulnerabilities and threats
to infrastructures that must be secured by state action.” Security issues pose
challenges for authoritarian states, too. However, government security actions can
clash with the values of freedom important to civil societies. For this reason, the
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debate about cyber-security is framed differently in liberal democracies, where both
security and liberty need to be supported equally.*

While the term state is used in a singular sense, it is essential to acknowledge
state in its plural form. This plurality is relevant both horizontaﬂy, in the pursuit of
sovereignty among states, and vertically, between supranational entities like the EU,
and the federal states, considered as partial sovereigns.”” Here, competencies and
decision—making powers are shared, eg., the federal states have their own digital
agenda, while the EU plays a significant role too, through its digital acts and its
ambitions to promote a single data marker.*®

To increase autarky and national security, governmental actors focus on
keeping data and technological capabilities within the local territory of nations or
supranational states, such as the EU, with limited access to foreign nations or
companies.® With measures to protect data, states also aim to enforce a fundamental
right of their citizens. This example shows that governmental power can strengthen
the sovereignty of individuals as users, consumers, and citizens.*® Conversely, the
inability of a government to exercise sovereignty over its data and technological
domains can lead to several risks and vulnerabilities for its citizens and the national

economy."

While regulation for data protection presents a legitimate objective regarding
civic rights, these efforts can also have economic policy undertones, primarily if they
are used to promote protectionist goals.”* This shows the interrelation of the different
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levels, even though the connection can be very differently scructured. Governmental
sovereignty can manifest itself in solid economic intervention, as in the case of state
capitalism.» However, it can also manifest itself in a laissez-faire approach, generally
intended to stimulate economic growth, but can also lead to phenomena like
surveillance capitalism.3

Economic Level

Digital sovereignty at the economic level refers to issues such as data authority, digital
capabilities, operational excellence, and innovative strength of companies. In
addition, enterprises need cyber-security competencies to ensure the availability of
business processes, the protection of data integrity, and the keeping of sensible
business data secret.’* Companies’ digital sovereignty enables them to make strategic
decisions free from external influences and protects them from dependencies that
could arise through external technologies or platforms.

In Information System Research (ISR) various facets of enterprise sovereignty
are delineated to encompass distinct, yet interrelated dimensions.” In ISR, the term
“data sovereignty” refers to data control, while “technological sovereignty” emphasizes
control over resources and I'T infrastructures. In ISR, “digital sovereignty” narrowly
focuses on actions, expertise, and control mechanisms in the digital world to gain
strategic autonomy.*®

The economic sphere does not exist in isolation from governmental influence,
particularly concerning the digital economic policies of states and supranational
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entities.” It should be noted, however, that the economic policies and narratives
differ, e.g., when we compare China, the EU, and the U.S. as dominant digital
empires.*” The ambition of states to strengthen the local economy*, regulate digital
trade flows,* or push digital technologies and infrastructures® has an impact on the
digital capabilities of enterprises. An example is the European Gaia-X project,* which
enforces consumer and data protection standards.

Sometimes, the economy will be equated with a de facto singular entity due
to state capitalistic mechanisms* or oligopoly formation.#” This perspective, however,
risks oversimplifying the economy as a homogeneous field. An alternative lens is to
understand the economy as a complex and dynamic network of heterogeneous
actors—ranging from large corporations to small enterprises and even individual
entrepreneurs—each with distinct interests, resources, and agencies. Within and as
part of this network, individual actors strive to establish their digital sovereignty,
both in competition and in cooperation with each other.

Individual Level

Digital sovereignty at the individual level focuses on personal self-determination in
the digital sphere and the autonomy of individuals in its various roles, such as users,
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consumers, employees, citizens, etc.®® The aim is to empower people to develop freely
in a digital world that encompasses both the positive and negative meanings of
freedom: In the sense of positive freedom (‘freedom t0’), this refers to the capability of
individuals to engage with the digitai society.* This encompasses the capacity to
access information, utilize digital resources for personal purposes, and participate in
online discourses without undue restrictions. Nowadays, data 1iteracy and the ability
to maintain control over autonomous systems have become essential parts of personal
digital sovereignty because of the advent of datafication and the advancements in AL®

Regarding negative freedom (‘freedom from’), digitai sovereignty refers to
protecting personal integrity from potential harms and risks associated with online
activities.”" Various parties can compromise the integrity of individuals, such as
governmental surveillance practices,’ criminal and hacking activities,” or companies’
manipuiative practices.”

The individual level is mainly addressed by HCI research,” where the main
research topics are the accessibility of online services,* the design of self-protection
tools,” and the training of users to protect themselves against cyber-attacks, malicious
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technologies* and manipulation attempts.? A positivistic stance is common in HCI
research, where the average user presents the norm. The diversity of everyday
practices, lifestyles, and cultures is often neglected in positivistic research and only
becomes visible as a deviation from the norm.®

groups®

The discourse about marginalized
and the digital divide® makes the risk of talking about users in singular
evident. Instead, we should speak from users in the plural form. Moreover, this
plurality also refers to the manifold of civic actors, including hacktivists, influencers,
boycott movements, civic organizations, ete. They contribute as a collective to the
digital sovereignty of civil society, too.®

From an Actor-Centric to a Relational Digital Sovereignty Model

The brief overview in the previous section shows that the discourses at the different
levels have their own focus, yet they are not independent of each other. On the
contrary, sovereignty is constituted in relational ways through cooperation and
competition among the actors. In HCI, for instance, the discourse on appropriate
measures and strategies to protect and promote personal digital sovereigney relies on
assumptions about governmental and economic actors.* Yet, these assumptions are
typically not made explicit. This poses the risk of unverified assumptions being
included in the analysis. To prevent this, we should focus on more than just a single
actor but explicitly consider the relationship between the levels.
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Figure 1: Overview of the Digital Sovereignty Narratives of our Model

From this relational stance, we explore various narratives of digital sovereignty to
offer insights into how the relationship between the state, the economy, and the
individual could be conceptualized. From this standpoint, the three levels—
governmental, economic, and individual—formally constitute eight binary narratives,

cach representing different digital sovereignty constellations.

Method

We began developing a relational model by considering the manifold actors,
organizations, and power relations. However, we quickly realized that accounting for
nuanced power relationships, e.g., analysed by Tretter, would result in a
combinatorial explosion, making the complexity of the combinations unmanageable.
A similar issue arose when attempting further differentiation of actors, such as
distinguishing between various governmental agencies, corporate structures, civil
society organizations, and consumer collectives. To balance thoroughness with
simplicity, we use Occam’s razor to create a parsimonious model, which aims to
simplify discourses without losing critical details by focusing on overarching themes.
The resulting model should be simple and of analytical value to orientation and
provide insides about linking the various discourses.
The outcome was a binary model, where each actor (level) is either strong or
weak (1 or 0) and thus a total of eight combinations as narrative categories, e.g., digital
anomie. Based on this first assumption we conducted a workshop among the authors

to map common economical/political ideas to our binary narrative categories.
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At this point, we had a coarse structure for our model, but important aspects
were still open, e.g., anomie as an idea was missing or we faced uncertainties regarding
anarchism and libertarianism. To resolve these issues and enrich the categories we
conducted a narrative literature review® focusing on research analysing the
economical/political ideas in general as well as in combination with digital, online, or
cyber, e.g., digiml communitarism. We carefuiiy reviewed the literature to anaiyse the
portrayai of power among different actors and the explicit or implicit assumptions
about their relationships. This targeted search provided further insights into the
various discourse formations and argumentation patterns, as well as the naming of the
categories. For instance, in this step, we became aware that the category of digital
anomic is connected to post-colonial discourses in which old forms of colonial power
relations are replaced by new forms of digital power relations through imperialist tech
corporations that suppress the domestic digital economy.

Following from this, we iteratively shaped our binary categories, based on
several workshops that helped to resolve different inner- and intra-categorial
conflicts. We finalized the report after all authors were satisfied with the content of
the model.

A Relational Model of Digital Sovereignty

Our binary model of digital sovereignty narratives aims to entangle the complex web
of actors and power dynamics to shed light on essential ideas and systemic
interdependencies. Alchough some authors argue for the primacy of the governmental
level,” we reflect on the relation without any vertical dependency or hierarchy. In
terms of power distribution among levels, we can distinguish between absolutist and
shared narratives.

Absolutist narratives focus on concentrated power within a single level (one
‘strong’ actor), assuming a zero-sum game where one’s gain is another’s loss. For
example, digital authoritarianism (‘strong’ government). Shared narratives advocate
for discributed digital sovereignty across multiple levels, forming vertical alliances to
strengthen power (more than one ‘strong’ actor). This includes, e.g., digital state
capitalism (‘strong’ government as well as ‘strong’ economic sovereignty). Digital
pluralism, which spans three levels, suggests that complexity and diversity bolster
societal resilience, but require checks and balances. Digital anomie represents the

% Guy Paré et al,, “Synthesizing Information Systems Knowledge: A Typology of Literature Reviews,”
[nformation & Management 52, no. 2 (March 2015): 183-99, https://doi.org/lo.IOIG/j.im.2014.08.008.

¢ Jukka Ruohonen, “The Treachery of Images in the Digital Sovereignty Debate,” Minds and Machines
31, no. 3 (July 2021): 439-56, https://doi.org/10.1007/511023-021-09566-7.

11



opposite, where no entity or level holds digital sovereignty, leading to powerlessness,
unpredictability, fragmentation, and inequaiities.68 In the foiiowing, we describe the
different narratives of our model in detail.

Digital Authoritarianism
“Sovereignty is the absolute and perpetual power of a state.”—Jean Bodin

Digital authoritarianism is a term that has gained prominence in the discourse on the
digitai poiitics of authoritarian regimes.” A characteristic ofdigita] authoritarianism
is the attempt to re-territorialize the Internet, also called splinternet,” which presents
an expression of Westphalian sovereignty in the digital age.”

Even if corporations are important agents in the implementation and
stabilization of digital authoritarian regimes, the regimes are the central actors in
digital authoritarianism.” Generally, free digital markets are perceived as a threat to
the regime's grip on power, leading to strict regulation and close intertwining of
companies with governmental structures. To achieve comprehensive surveillance, for
instance, companies must comply with authoritarian regimes by granting access to
user data or enforcing state censorship.” Furthermore, the digital sovereignty of the
economic sector is always at risk in authoritarian regimes. For example, when the
power of big-tech companies appears to be a threat, regimes can extend their control
over them through significant interventions aimed at bringing them into line with
state policy.”*

¢ Avila Pinto, “Digita] Sovereignty or Digita] Colonialism.”

® Dara Conduit, “Digital Authoritarianism and the Devolution of Authoritarian Rule: Examining
Syria’s Patriotic Hackers,” Democratization 31, no. 5 (March 2023): 979—97,
hteps://doi.org/10.1080/13510347.2023.2187781; Tiberiu Dragu and Yonatan Lupu, “Digital
Authoritarianism and the Future of Human Rights,” International Organization 75, no. 4 (2021): 991~
1017, heeps://doi.org/10.1017/50020818320000624.

7 Scott Malcomson, Splinternet: How Geopolitics and Commerce Are Fragmenting the World Wide Web
(OR books, 2016).

7 Stadnik, “Internet Governance in Russia.”

72 Alina Polyakova and Chris Meserole, “Exporting Digital Authoritarianism: The Russian and
Chinese Models,” Policy Brief, Democracy and Disorder Series, 2019, 1-22,
hetps://doi.org/20.500.12592/rwbp8q.

7 Marcus Michaelsen, “Far Away, So Close: Transnational Activism, Digital Surveillance and
Authoritarian Control in Iran,” Surveillance & Society 15, no. 3/4 (August 2017): 46570,
heeps://doi.org/10.24908/ss.v1513/4.6635.

74 Megha Shrivastava, “Emerging Dynamics Between the Chinese State and Big-Tech: The Case of
Alibaba,” Strategic Analysis 47, no. 1 (January 2023): 19-29,
hetps://doi.org/10.1080/09700161.2023.2181424.
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Civil rights and a strong digital sovereignty of individuals present another
thread to authoritarian regimes. For this reason, regimes aim to niarginalize the
sovereignty of people by retaining control of digital technologies through surveillance,
repression, censoring, and manipulating domestic populations within their borders
and even beyond.”s Online activities will be monitored, communications will be
censored, and personal data will be collected without consent.” This poses a serious
threat to individual freedom and privacy and emphasizes the need to develop and
strengthen mechanisms to protect citizens' digital rights.

While digital authoritarianism does not manifest as a pure observable
narrative within the real world, we can see certain characteristics in actual practice.
An example presents the Iranian digital agenda about surveillance technology.” The
state manages to have access to the global market of surveillance technologies to
exercise control over the communication (infrastructure) within the country.”® This
measure can be considered an important pillar of the authoritarian regime,
suppressing civic freedoms, e.g., free speech, freedom of expression, or free access to
information.”” This restrictive po]icy prioritizes state control over economic concerns,
even if it may be at the sacrifice of economic efficiency. Another example is the
Pakistani control over their network infrascructure, allowing them to shut down the
network completely, block websites, and conduct surveillance operations. At the same
time, the governance exercises a regime of restrictive governance over the digital
economy, e.g., enforcing governmental control over data or banning non-cooperative
corporations.®

Digital Corporatocracy

“The liberty of a democracy is not safe if the people tolerate the growth of
private power to a point where it becomes stronger than the democratic state
itself.”—Franklin D. Roosevelt

Digital corporatocracy is another absolutist narrative, yet this narrative does not
locate digital sovereignty with the state or the individual but with the overwhelming

75 Polyakova and Meserole, “Exporting Digital Authoritarianism.”

7* Grinko et al., “Nationalizing the Internet to Break a Protest Movement.”

77 Marcus Michaelsen, “Exit and Voice in a Digital Age: Iran’s Exiled Activists and the Authoritarian
State,” Globalizations 15, no. 2 (2018): 248—64; Michaclsen, “Far Away, So Close.”

78 Michaelsen, “Far Away, So Close.”

7 Michaelsen, “Exit and Voice in a Digital Age.”
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corporate power over government and people at every level and in every possible
form.® The concept has been utilized in the criticism of giobaiization and neoliberal
ideologies,® where corporatocracy presents a pathological form of democracy,
wherein corporations aim to control and exploit democratic institutions for their
business interests.®

The erosion of state power was accelerated by various factors such as the
neoliberal ideology criticizing inefticient and sluggish governments, but advocating
for the privatization of sovereign duties;* the globalization and multinational
markets enabiing corporations to bypass national reguiations;83 the concentration of
power through cartels and oligopolies, where beyond a certain tipping point “too big

% and the commodification of public discourses,

to fail” means too powerful to govern;
where mass media controlled by large corporations enables the spread of corporatist

propaganda on an unprecedented scale.*?

This brief outline shows that corporatocracy is not an entirely new concepr,
yet it has taken on an unprecedented form and power in the digital age. The inherent
global and decentralized governance structure of the Internet, combined with the
rapid pace of technological innovation, challenges the regulation of cyberspace by
national authorities.® In addition, the commercialization of the Internet in the late
1980s coincided with the rise of the neoliberal, free-market ideology, which further
delayed state regulation. The digital economy, with its lock-in effects, external
network effects, and zero marginal costs, has further facilitated the emergence of
oligopolies and market concentration.”” Due to their market capitalization, big tech
companies can also use extensive lobbying and PR campaigns to influence regulations
to their advantage.” Moreover, the popularity of social media gives platform providers

8 Luis Suarez-Villa, Globalization and Technocapitalism: The Political Economy of Corporate Power and
Technological Domination (Routledge, 2016), heeps://doi.org/10.4324/9781315585123.

8 Patricia Ventura, Neoliberal Culture: Living with American Neoliberalism (Routiedge, 2016).

% Suarez-Villa, Globalization and Technocapitalism.

8 David Michael Kotz, The Rise and Fall ofNeoliberal Capitalism (Harvard University Press, 2015),
heeps://doi.org/10.4159/harvard.9780674735880.

8 Zuboft, The Age of Surveillance Capitalism.

8 Kotz, The Rise and Fall of Neoliberal Capitalism.
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% Bradford, Digital Empires.

» Reiner Clement and Dirk Schreiber, Internet-Okonomie (Springer Berlin Heidelberg, 2016),
heeps://doi.org/10.1007/978-3-662-49047-1.

ot Zuboff, The Age ofSurveillance Capitalism.

14



the power to steer public discourse through the design of algorithms and their content
curation policies.”

The power of digital oligopolies furthermore leads to a lack of digital
sovereignty for individuals. Due to digital technology and the commodification of
digital behaviour, corporations gain the power to monitor and manipulate people on
an industrial scale—a practice that Zuboff has called surveillance capitalism.”
Corporations, armed with sophisticated data anaiytics and vast resources, engage in
data collection and processing on a scale unattainable by individual users.

The capacity of corporations to predict and influence user actions undermines
individual agency?* This manipulation, achieved through targeted advertising,
curated news feeds, and algorithmic sorting represents a deep intrusion into personal
decision-making processes. This power disparity leads to a digital panopticon,” where
user data will be exploited without adequate transparency or consent, directly
contradicting the libertarian idea of individual autonomy.

In her work, ZubofFs description of the exploitation of digital consumers is
based on a wealth of empirical evidence. Yet, her main argument about the lack of
personal sovereignty is a theoretical one. The lack is not merely a consequence of
asymmetric power relations at the empirical level, but it stems from her behaviourist
perspective on human nature.”® Because of this nature, human behaviour is not a
product of free will but a predictable reaction to external stimuli. Surveillance
capitalism merely exploits the mechanism, which is inherent in human nature, and
transforms it into a commodity.

The American market-driven regulatory idea is sometimes characterized as
corporatocracy.” Yet, it is more precise to link corporatocracy with a particular
nation, but with multi-national tech-oligopolies such as the GAFAM,” which
dominate not just the US but also Europe and developing countries. This oligopoly
operates with relatively little regulation exploiting peoples’ digital behaviour to
maximize their profits. In the past, governments exhibited limited interest in and

92 Emilee Rader and Rebecca Gray, “Understanding User Beliefs About Algorithmic Curation in the
Facebook News Feed,” in Proceedings of the 33rd Annual ACM Conference on Human Factors in
Computing Systems, CHI 15 (ACM, 2015), 173-82, hteps://doi.org/10.1145/2702123.2702174.

9 Zuboft, The Age of Surveillance Capitalism.

9 A fundamental concern that cyber-libertarianism seems ill-equipped to confront (see below).
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capacity to regulate the developing digital economy.” However, the relationship
between governments and Big Tech is not static—especially regarding the EU’s
current ambition to reclaim digital sovereignty at the regulatory level or China's

100

strategy to bulld infrastructures O{: and under state COl’ltrOl.

Digital Anarchism

“The history of human evolution is the record of technological innovation.
Expensive machinery requiring large group efforts for operation becomes a
tool of social repression by the state. The tower clock. The galley shop. The
cannon. The tank. Instruments that can be owned and operated by

101

individuals inevitably produce democratic revolutions.”—Timothy Leary

Digital anarchism represents the antithesis of digital authoritarianism, which fears
government and corporate surveillance.* This narrative understands the cyberspace
as an extra-territorial, authority-free space without legal restrictions, state regulation,
and commercial interests. This view is echoed in the legal debate on the cyberspace as
being separated from the real world, such that legal authorities do not and should not
have control over cyberspace.”” Morcover, it directly relates to digital libertarianism,
but instead of favouring free markets and property rights, anarchists’ thinking is based
on collective ownership, solidarity, and collaborative action.™

Digital anarchism discrusts state power due to the risks of regulation and
censorship. Instead, it advocates for free thinking and the concept of self-regulation
and self-governance within the community. Moreover, questioning established norms,
dogmas, and power structures is seen not just as a right but a responsibility.
Controversial or unpopular avenues of thought present the engine for societal
progress, so they should not be suppressed by public authorities.”s The scepticism is

9 Bradford, Digital Empires.

1 See also section ‘Digital Pluralism.’

' Timothy Leary, Chaos & Cyber Culture (Grupo Editorial Norma, 1994).

2 Roderick Graham and Brian Pitman, “Freedom in the Wilderness: A Study of a Darknet Space,”
Convergence: The International Journal of Research into New Media Technologies 26, no. 3 (October 2018):
593-619, https://doi.org/10.1177/1354856518806636.

3 Lawrence Lessig, “The Zones of Cyberspace,” Stanford Law Review 48, no. 5 (May 1996): 1403,
hteps://doi.org/10.2307/1229391.

4 Damian Finbar White and Gideon Kossoff, “Anarchism, Libertarianism and Environmentalism:
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also expressed by a libertarian, techno-centric aversion to bureaucracies, viewing
them as flawed systems that are slow and dysfunctional and merely represent a misuse

106

of power.

Digital anarchism rejects the Capitalist system, as its emphasis on profit
maximization and private ownership does not contribute to human well-being but is
a threat to people’s privacy and freedom.”” Commercialization also impedes the free
exchange of information as companies will try to manipulate, instrumentalize, and
exploit them to maximize profits. Moreover, they will try to restrict access to
information due to Copyright rights, proprietary software, and inaccessible data silos,
to gain an unfair advantage over competitors. Instead, digital anarchism is based on
two fundamental technical principles: decentralization organization and zero-cost data
copies to facilitate collective ownership and sharing.

The first principle is based on the decentral architecture of the Internet and
Distributed Ledger Systems (DLS). Decisions, service offerings, and information are
distributed among individuals within the network. This promotes autonomy and
prevents monopolies of power. Everyone is able to actively participate in the network
and contribute to collective decision-making. The second principle refers to the
inherent capability of digital technology to produce exact copies of data at virtually
no cost and distribute them over the Internet in milliseconds. This principle is
expressed in the common phrase that information wants to be free.® Moreover, this
phrase refers to information as an actant with an anarchistic agency, where any
attempt to regulate its freedom by national laws or exploit it by capitalistic means
would be absurd for technical reasons.

These examples demonstrate that digital anarchism is primarily a techno-
centric utopia, anchored in the belief in technological progress to enhance the life of
the individual® This technological base is supplemented by an ideological
superstructure that champions the unrestricted freedom of the collective and the
individual. The manifest of this ideology was Steven Levy’s book about Hacker Echics,

¢ David |. Betz, Cyberspace and the State: Towards a Strategy for Cyber-Power (Routledge, 2017).
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2311.2005.00383.X.

7



110

from 1984 with its mantra to distrust authorities but promote decentralization™ or

Timothy Leary’s post-humanist thoughts from 1994 on self-determination in the

11T

digital age.

The idea of the Internet as a free, authority—free space was also resonated
enthusiastically by the technical, academic elite.” This enthusiasm was caused by the
fact that the idea was compatible with the academic canon of values, which includes
the free exchange and discussion of ideas, the principle of‘judging issues by argument
rather than by authority, and the spirit of inquiry that welcomes open-ended
experimentation, modification, and technological innovations.

According to Selzer'™ the vibrant anarchic spirit of the early day, however, has
largely diminished in the mainstream digital world. It has shifted to the darknet as a
countercultural space that deliberately seeks to operate beyond the reach of state
regulation and surveillance. In addition, the spirit continues to influence a diverse
array of NGOs, activists, and collaborative, non-commercial, and privacy-preserving
technology projects, such as Wikileaks, the Chaos Computer Club, the Linux project,
the Tor project, and the Bitcoin movement. Still, all of them face the paradox of
success: as they grow and gain wider acceptance, there is a constant risk of
commercialization that could dilute their original anarchistic ethos.

Digital State Capitalism

»Now that the free market has failed, what do you think is the proper role for
the state in the economy?“—He Yafei (China’s Vice Foreign Minister)"

The twenty-first-century state capitalism presents “a system in which the state plays the
role of leading economic actor and uses markets primarily for political gain.“"s State
economic interventions do not just realize economic goals, but preserve and even

extend political control."¢

"o Steven Levy, Hackers: Heroes of the Computer Revolution, vol. 14 (Anchor Press/Doubleday Garden
City, NY, 1984), December 12, 2024, https://www.usenix.org/legacy/publications/login/2010-
10/openpdfs/bookreviewsroro.pdf.
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The term has a certain analytical vagueness"” but presents a spectrum without
a clear boundary, where lan Bremmer™ distinguishes between two ideoiogical poles:
the free-market pole and the state capitalism pole. So, rather than defining the term
by a set of predefined criteria, we understand digital state capitaiism within our
conceptual framework as a discursive ideology. This ideology is based on the state's
primacy, that yet views economic sovereignty not foremost as a threat but as an
instrument for achieving digital sovereignty.

On the individual level, Tan Bremmer™ notes that the free-market
traditionally emphasizes liberal values, while state—capitaiism emphasizes
authoritarian leadership with central control and limited individual freedoms in
favour of national security, social stability, and power preservation. Just like cyber-
authoritarianism, digital state capitalism expresses scepticism towards the liberal
concept of the Internet as a free, ungoverned space, but practices widespread
surveillance of digital activities, censorship of online content, and the use of digital
means to suppress dissent.” In addition, with the uprise of ToT and Al technologies,
the state uses digitalization to monitor and regulate physical activities.™

On the economic level, digital state capitalism aims to create a robust and
resilient national economy that can compete on a global scale, support national
security, and ensure digital supremacy.” To reach these goals, mercantilist concepts
will be merged with capitalist principles without adopting its liberal ideological
framework.™ Like mercantilism, state capitalism focuses on economic nationalism,
emphasizing the dominance in key technologies such as 5G technology, big data, the
internet of things, artificial intelligence, and robotics, as well as in critical platforms
such as social media, marketplaces, and search engines.™

In contrast to Soviet socialism, state capitalism acknowledges the productive
role of entrepreneurship and the private sector in driving innovation and economic
growth. By liberalizing certain market segments, the government also facilitates the

"7 [lias Alami and Adam D Dixon, “Uneven and Combined State Capitalism,” Environment and
Planning A: Economy and Space 55, no. 1 (August 2021): 72-99,
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inflow of external knowledge and technology. Yet, this liberalisation is not
ideologicaiiy motivated, but a pragmatic decision to build domestic expertise and
capabilities, which are crucial for staying at the forefront of technological advances.™
In particular, this liberalisation is safeguarded by mercantilist measures, such as
controlling and owning enterprises™ as well as regulating and asserting authority over
digitai infrastructures.”® In addition, the national economy profits from direct
investment and promoting domestic industries in strategic sectors through state
contracts and subsidies.” Within the toolbox of state capitalism are also protectionist
policies, which are used to shield the domestic economy from foreign competition.”’
These measures can include tariffs, import restrictions, and other regulatory barriers.
In addition, economic protectionism and national security motives are intertwined,

sometimes mutually reinforcing each other.”

This balance between openness and protection is designed to nurture and
stabilize the domestic market until it can compete on a global scale. This balance also
exists between the state and corporations. If individual companies threaten excessive
market power or if their loyalty is not secured, the state may find itself compelled to
take countermeasures and curtail its sovereigney.”

China is usually named a paradigmatic example of digital state capitalism.™
The government employs restrictive censorship and surveillance regimes over
individuals and society, reflecting the cyber authoritarian attitude towards civic
rights and freedom of expression.”* Measures in this regard include the Chinese Great
Firewall to create a nationalized and controlled sub-network.”s Still, China allows its
digital economy to operate under (controlled) capitalistic rules, including private

ownership, international operations, and platform monopolies.”
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This results in shared sovereignty over the digital sphere, coming with
beneficial cooperative yet symbiotic scenarios, e.g., governmentai subsidies or
beneficial policies, if the market supports strategic governmental goals.”” However,
an increased sovereignty of economic actors also comes with examples of conflict. For
instance, the Chinese attempt to regain control over their big tech (e.g., Alibaba) by

3% Another thread for companies such as

fining them and secting new regulations.
Huawei and TikTok is that in the cyber competition among digitai empires like China
and the USA, they face the risk of being excluded from the global market due to their

aiieged connections to the regime."”

Digital Communitarism

“While the distribution of wealth and income need not be equal, it must be to
everyone’s advantage, and at the same time, positions of authority and offices
of command must be accessible to all.”—John Rawls

The central theme of communitarism as a sociological idea is the voluntary
collaboration of individuals and non-profit sectors to contribute to the public good
and individuals’ interests.”* This stance is linked to criticism of capitalist market logic
and the associated isolation. In doing so, communitarianism takes a critical distance
from liberalism and its ideology of a competitive societal idea that produces a few
winners but a disproportionately large number of losers.'#

Digital communitarianism secks to reinterpret the stance on voluntary
collaboration and public goods in the digital age.'s In this school of thought, the
individual is not perceived as a self-contained entity in isolation from the community,
but rather portrays people as naturally part of given collectives where individual
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freedom is constituted and expressed through communal relationships and
responsi]oiiities.‘44 With its emphatic communal concept of the individual, it
represents a narrative of digital sovereignty that rejects both authoritarian narratives,
such as digitai authoritarianism and digitai state Capitalism, as well as libertarian
narratives, such as digital anarchism and digital libertarianism.

In the rtradition of classical communitarian thinking,“‘S digitai
communitarianism emphasizes society’s values as a community of free individuals.
From this stance, it advocates that the community should control and govern
digitization and that digitai means should be used to support collaborative action and
civic engagement. ' Advocates of this narrative emphasize protecting vulnerable
groups and preventing a digital divide in society.”” While digital anarchism focuses
on individualistic measures for self~empowerment, communitarian critique this focus
as insufficient to overcome the digital divide. Moreover, the digital divide is seen as a
consequence of the individualism of society and the deregulation of public policies.+
Thus, achieving digital inclusion requires community engagement® encompassed by
public policies and democratic regulacion.’s

To protect vulnerable groups, strict regulations must be enacted for the digital

sector, along with measures to strengthen the power of collectives and associations.™'
Moreover, since being ‘too big to regulate’ threatens civil society, economic
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sovereignty must be restricted to ensure both individual and governmental
sovereignty.‘52

The strong emphasis on civic sovereignty, which combines individual and
governmental powers, in digita] communitarianism is further reflected in its focus on
citizen participation and community engagement. This engagement is not Cxclusivcly
focused on the digital sphere, e.g., for free software policies. Still, it can be seen as a
broader mix of social justice, digital rights, and active engagement in the design of the
digitization megatrend.’ss

Contrary to a technophobic stance, digital communitarianism views the
digitalization of society not as a threat to communal values but rather as an
opportunity to reinforce these values through enhanced democratic engagement.

125

Through digital means for e-democracy’* services, e-voting,’ and e-participation,s®
democratic processes can become more accessible, inclusive, and responsive.
Furthermore, digital communitarianism emphasizes the importance of digital
literacy,’” highlighting the potential of digitalization to provide free, accessible
educational opportunities for the masses, e.g., collaboratively created encyclopaedias,
online tutorials, and Mass Open Online Courses (MOOCs).® In short, individuals
1everage their values through democratic participation in governmental organizations

and democratic structures.

The concept of communitarianism does not present a coherent narrative. It is
instead interpreted in different ways depending on the historical context. For
example, Bang et al. study the American roots of this concept and compare it with the
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communitarian, social-democratic thinking of Denmark and Scandinavian societies.'s
Concerning digital communitarianism, such influences can also be recognized in the
European Union and its digital policy. With its regulatory measures, for instance, the
Al Act, General Data Protection Regulation (GDPR), the Digital Services Act (DSA),
or the Digital Markets Act (DMA) aim to create a safer digital space with fundamental
rights of individuals and equitable regulated conditions for all businesses.® In the
fight for digital sovereignty among the different levels, Heidebrecht et al. conclude
that in the EU, “[sftakeholders and public authorities rather than business actors have become
more important in governance processes, and more market-correcting instruments have been
introduced.”

Digital Libertarianism
“Don’t be evil"—Google

Digital libertarianism is considered one of the formative ideologies in the early days
of Silicon Valley.® It is rooted in libertarian thinking of the individual as a free
economic agent.

At first glance, the libertarian narrative appears identical to the anarchist
narrative, and also historically both schools of thought stem from a shared anti-

s Anarchism emphasizes individual freedom, which

authoritarian foundation.
manifests in resistance against all forms of oppression, which includes not only
governmental oppression but also resistance against capitalistic power and
surveillance. Contrary to this, the libertarian school of thought advocates for free
markets and the rights to private property as sources of societal prosperity and
growth. This also shaped the tech culture of Silicon Valley, where, e.g., the Google
mantra “Don’t be evil” aims to express an ethos of innovating technology to make the

world a better place.
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Concerning the governmental level, a weak state is seen as a benefit. The
absence of state control and reguiation is seen as a prerequisite for individual freedom
and social progress: “Libertarian and neoliberal ideologies defend the hegemony of the
market over other social institutions.”* Thus, libertarian economists such as Ludwig
van Mises stress that the economic sector is prosperous only if state intervention in

the economic sphere is avoided.'s

Similarly, Cyber—iibertarians distrust governmentai control but advocate for
the Internet as a space autonomous from the state and other authoritarian forms of
control® The Internet is seen as a perfect marketplace, not just for ideas,” bur also
for commodities,” with the liberty of individuals to satisfy private interests through
technologically mediated participation and consumerism. Government intervention
in the digital sphere is seen sceptically because of the risk that such interventions can
hinder the flourishing of innovative ideas, lead to over-regulation, and inefficient
resource allocation, thereby negatively impacting the prosperity of society as a
whole.'”

In cyber-libertarianism, the relationship between the individual and
economic levels is not very pronounced. This results from the fact that in cyber-
libertarianism thinking, people and organizations are conceptualized as equal market
participants equipped with the same set of rights, capabilities, and resources. From
this stance, independent bloggers and multinational social media corporations are
regarded as individual agents, each endowed with the same natural rights, freedoms,
and protections against state intrusion.”’? Accordingiy, companies per se are not seen
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as a threat to personal sovereignty, as the informed individual actor could enforce its
rights in court.'”

Cyber-libertarian advocates also argue that the Internet brings a new era of
consumer sovereignty: Today, consumers have access to the global market, where
digitalization reduces transaction costs, increases access to information, and allows
casy comparison of products and prices.” This leads to unprecedented power, where
buyers can avoid goods and services they do not want.””

According to the cyber-libertarian argument, an increase in consumer and
privacy regulations would not increase individual sovereignty but only increase
bureaucracy.” Instead, people can satisfy their privacy and security needs through the
growth of the security and privacy industry, which provides the needed commercial
tools and services, such as using commercial virus and malware scanners,” taking out
cyber-insurance policies,” managing their digital identities, and circumventing
censorship with commercial reputation managers” and VPN services.™ Opponents
of libertarianism, however, argue that such commodification of security neglects the
special protection needs of vulnerable groups and the power inequalities of digital
oligopolies and aristocracies.™

The tech culture of Silicon Valley is heavily influenced by digital
libertarianism." This influence extends beyond Silicon Valley to the United States as
a whole, which is shaped significantly by liberal ideas of free speech as well as an
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economic policy characterized by a preference for industry self-regulation and
resistance to heavy—handed government control.® This ideology is also seen as an
essential factor in the rise of the United States as a digital empire, which has led to
the global dominance of its digital sector.™ Yet, in recent years, there have been
increasing calls for stronger regulation of the digital economy to address the risk of
forming digital trusts and monopolies,‘85 as well as the practices of companies to

surveil and manipulate their users.”*

Digital Pluralism
“Inefficiency is to be our safeguard against despotism.”—Garry Wills™

Digital pluralism is based on a finely balanced equilibrium of checks and balances, in
which the digital sphere should reflect a broad spectrum of voices, interests, and
perspectives.

Pluralistic ideas of digital sovereignty are discussed at various levels, such as
nationally, concerning digital media pluralism,® or internationally, regarding a
multi-stakeholder approach to digital governance.™ Specifically, Internet and Al
technologies are recognized as shared global resources where pluralistic principles
should be applied to ensure their equitable and ethical use.” Guggenberger also delves
into pluralistic concepts by addressing the systemic threat of digital oligopolies,
stressing that “contemporary antitrust doctrine alone cannot hope to provide
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Digital Pluralism emphasizes that the digital sphere must not be dominated
by a few actors but shared by all stakeholders.”* The balanced distribution of power
ensures that single actors do not threaten the sovereignty of others, be it the state (see
digital authoritarianism), corporate oiigopolies (see digitai corporatocracy), or the
boundless freedom of the individual (see digital anarchism). Such power imbalances
harbour the risk of systemic fragility, the suppression of opinions, and a decline in
innovative strength.‘“”

For this reason, digital pluralism advocates for an inclusive and more resilient
approach that ensures that all stakeholders, including marginalized and
underrepresented communities, have a voice in the design and use of digital
technologies.” It extends the horizontal approach of multi-state governance into the
vertical by expanding it into a pluralistic approach between the vertical levels. It
also favours technological pluralism instead of a monoculture of a few platforms and
services for the same reasons.”

Accordingly, the power of the government should be restricted and justified.
Nevertheless, governments should play an active role in shaping regulations and
infrastructures rather than being passive observers.”” This reflects the growing
recognition of the government's involvement in the digital world, which extends
beyond its traditional regulatory role and requires active participation in shaping the
digital landscape, e.g., to ensure cyber security based on new economic policies™® or
founding own infrascructures.”

Similarly, the power of companies presents an important building block for
the balance of forces. This implies not expropriating companies but restricting their
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power due to the tendency of digital monopolies.* This view recognizes the
autonomy ofcompanies, but, at the same time, emphasizes their social responsibility,
as rights and opportunities are granted by society.*" The shared sovereignty in the
pluralistic concept prevents corporations from gaining excessive power based on
democratically justified regulations* and technical measures such as interface

203

compatibility and open standards to prevent lock-in effects.

This dual view, for example, can be observed in the realm of digital
infrastructures. Companies are both beneficiaries of public (infra-)scructures and
creators of such digital spaces, which contributes to the independence of the system
as a whole from external actors by providing innovation.** This highlights the role of
companies as a driving force for digital innovation and economic growth.*> However,
this is not achieved due to a weak state, but is instead enabled by a strong state, as it
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provides the public infrastructures for economic success.

At the individual level, like digital communitarianism, digital pluralism
argues for digital inclusion, where all people should be empowered to participate
actively in a digital pluralistic society.*” This includes the right to access digital
services and information,*® and the right to control personal data, deciding how and
when it is used.* In this sense, digital pluralism is closely related to concepts of digital
210

equity, which highlight equal access and rights,*® as well as digital citizenship as an
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advanced form of digital literacy.” At the same time, the power and rights of the
individual are not unrestricted but regulated in relation to the legitimate interests of
other actors and society as a whole.

This highiights the Complexity of baiancing digitai sovereignties within the
pluralistic concept. The power constellations are fragile, dynamic, and reciprocal.**
The reiationships among the actors are characterized by cooperation and conflict,
1eading to ongoing diaiogue and negotiation of rules, norms, and resources.> The
digital ecosystem with a multitude of agencies and power distributions comes with a
eompiex web of interests, goais, and dynamics in managing digitai sovereignty.”* Due
to these dynamics, the finely tuned balance of digital sovereignty is always at risk of
destabilization.

Empirically, elements of pluralistic sovereignties can be observed everywhere,
as no actor is entirely powerless or possesses complete sovereignty, as assumed for our
binary model. However, pluralistic sovereignty as an ideology means that all actors
have power in some sense but respect each other’s digitai sovereignty and recognize
the constant adjustment of checks and balances. Regarding this, Estonia is an
interesting example of a balanced relationship between state control, a robust digital
cconomy, and individual freedom. Through advanced digital infrastructures and
services, Estonia has achieved digital sovereignty, enabling citizens to control personal
data while facilitating access to government services. For example, they have ensured
high digital literacy among individuals, broad access to digital public services,*s and
high privacy standards in their service offerings, e.g., the health portal ¢ In addition,
with its e-Residency service, Estonia aims to unlock every world citizen’s
entrepreneurial potential.*7 This service enables business owners worldwide to run an
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EU business, complete with essential adminiscrative and banking tasks, entirely online
without the need to visit physically. In this multitude of measures, Estonia
demonstrates that it does not view digital sovereignty as a zero-sum game but
understands societal and economic progress in respecting and promoting digital
sovereignty at various levels.

Digital Anomie

“Africa 18 currently experiencing a cultural void akin to anomie and
precipitating toward eventual death in a digital world.”—Moses Ofome
Asak®®

Digital anomie refers to a scenario in which none of the actors in vertical
relationships—the government, businesses, or individuals—exert significant control
over the digital sphere. It reflects a fragmented and chaotic digital landscape
characterized by minimal regulation, limited business influence, and individuals
facing challenges asserting their rights and maintaining control over their digital
experiences.

Anomic conditions create a legal vacuum and law enforcement, so people
operate based on personal interests without regard for communal rules. Anarchist and
anomic thinking interpret this situation in a fundamentally different way. Anarchist
thinking emphasizes freedom from domination as the liberation of the individual. On
the other hand, an anomic lens sees this situation as dangerous and harmful to society,
in which the individual is helplessly at the mercy of foreign powers on the horizontal
level® Because of the lack of digital sovereignty at the level, people find themselves
neither protected nor supported by the state or the economy.

In postcolonial studies, anomic perspectives are closely associated with the
critique of digital colonialism, which describes the digital dominance of the Global
North over the Global South.>* This dominance is seen as a form of neo-colonialism
where powerful countries and corporations from the Global North use digital
technologies to maintain and expand their exploitation of developing countries.
This critique aligns with concerns about cultural imperialism, economic exploitation,
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and the imposition of foreign values and systems on local cultures and economies
through digital means.

While developing countries find themselves in digital dependence on the
Global North, the latter exercises complete control over both them and their access
to digital goods and infrastructure. Asak contends that “the West uses data from the

222

internet to watch and control everything Aﬁ’icans do, indicating that new media serves
not solely surveillance purposes but also as a tool to promote the dominating and
hegemonic Western (cyber-)culture. Elmimouni et al. further note that political
activists in the Global South accuse US social media platforms of unfairness and
censorship regarding their content moderation policies, as these practices suppress,
c.g., legitimate positions in the Isracli-Palestinian conflict.* The activists,
nevertheless, must use foreign platforms due to lack of alternatives.

Since its introduction during the colonial era, media technology has been a
strategic move to consolidate control and influence over the colonized regions.*
Today, multinational corporations, e.g., the GAFANG from the Global North, use
their monopoly over the digital ecosystem in the Global South to perpetuate their
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economic domination®® and use it as a fertile field for data mining as new material 7

As noted by Avila Pinto, the Global South “are the disputed territory of tech empires,
because whoever gets them locked into their digital feudalism, holds the key to the future” >
In contrast to the state capitalistic power, e.g., of China, this situation could not be

overcome by establishing its own national digital economy.

Postcolonial activists emphasize that the exploitation and imbalances
inherent in current global power distributions must be addressed. Yet, it is striking
that the marginalized position of the Global South is also reflected in the discourse
on digital sovereignty. For instance, Anu Bradford largely ignores the postcolonial
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perspective in her extensive analysis of today's digital empires. This omission is
significant because it illustrates a lack of economic digitai power as well as the
regulatory power of the Global South. This lack of autonomy and control can cascade
down to individual citizens from the national and economic levels, potentiaiiy ieaving
them more vulnerable in the digital domain. As a result, digital policies and strategies
of digitai empires such as the USA, EU, and China continue to exert control and
expioit the digitai 1andscapes of less powerfui regions. As such, the Anomie does not
exist as a vacuum of power, but a space where the local society, due to a lack of power,
is controlled by extraterritorial powers resuiting in anomie at intra-societal level, but,
e.g., corporatocracy at the international or intersocietal level.

Discussion

Our model enriches current research on digital sovereignty by bridging the gap
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between the theoretical *° narrative,*" as well as actor-network lens.®* The narrative
lens focuses on analysing existing political narratives. In similar, ways the actor-
network lens analyses existing constellations of power but focuses on the practices
within a certain context or based on a certain event. Our binary model provides
analytical, yet theoretical, narratives, based on abstract actor-network relations. In
this sense, the model is theoretic in nature but still extends the existing theoretical
lens that focuses on the concept and its meaning over time as such, by uncovering the
often-implicit assumptions about the relational character of digital sovereignty. For
example, the two-dimensional empirical model of Fratini et al. makes such assumption
by focusing on market regulation from a governmental perspective only. The
economic actor especially its agency is neglected. Our lens embeds this view, in more

detailed narratives and thus ties a connection to existing political/economical ideas.

The differences between the various narratives become visible through the
binary lens of weak and strong actors. However, this binary concept comes at the price
of being a significant simplification. The hierarchy of the levels is a further
simplification as horizontal dependencies must also be considered.®* Real-world

29 Bradford, Digiml Empires.

*° Pohle et al., “Digital Sovereignty.”

»' Lambach and Oppermann, “Narratives of Digital Sovereignty.”

** Tretter, “Sovereignty in the Digital.”

3 Samuele Fratini et al., “Digital Sovereignty: A Descriptive Analysis and a Critical Evaluation of
Existing Models,” Digital Society 3, no. 3 (2024): 59, https://doi.org/10.1007/$44206-024-00146-7.

34 Bradford, Digiml Empires.

33



sovereignty manifests itself in many shades, characterized by manifold actors within
a flac, complex network of conflicts and cooperation.™

Thus, as empirical categories, our model, at its best, presents under-complex
ideal types in the sense of Max Weber, which giosses over the shades in reaiity to give
orientation. In this matter, countries such as China, Russia, or Iran are representative
of digital authoritarian regimes with a tendency to state capitalistic concepts, where
the economy is seen as a tool to increase the regime’s sovereignty. In contrast, the USA
tends to be associated with anarchist-libertarian ideas, the EU with communitarian-
pluralist ideas, and the Global South is typically seen as a representative of digital
anomie. This contrasts with the mapping of Fratini et al., which also visualizes nuances
between (supra-)national states by comparing their policies based on empirical
categories from literature.?* On the one hand, this approach allows for a detailed
comparison of governmental actors, but this distinctive power, on the other hand,
comes for the cost of analytical, yet theoretical power, as, e.g., narratives of pluralism
or anomie are missing. As narrative categories, our model highlights the diverse
discourses and ideologies shaping the fight for digital sovereignty. Our work
demonstrates that digital sovereignty is not merely a battleground of competing
technologies and strategies but a complex field of discursive formations, each acting
as both a repository of knowledge and a mechanism of power. Our analysis
reconstructed competing discursive formations in the sense of Michael Foucault,”
which are reflected as systems of power and knowledge in the fight for digital
sovereignty. It shows how different discourses converge and adapt in the field of
digital sovereignty, reshaping the epistemic landscape and influencing the governance
of digital spaces. In this manner, the outlined narratives do not provide concrete
regulatory or individual measures to implement digital sovereignty but present
discursive strategies to legitimate or critique them.

The outlined narratives are rhetoric figures that mobilize ideological supporrt,
framing the digital sovereignty debate to suit their strategic objectives best. The
apparent under-complexity of the narratives is not an accidental defect but racher a
deliberate act of strategic essentialism to shape arguments and dominate discourses.
Omitting nuances, contradictions, and objections but using metaphors, polemics, and
narratives is necessary to gain ground and secure terrain.

5 Tretter, “Sovereignty in the Digital.”

¢ Fratini et al,, “Digital Sovereignty.”

7 Reiner Keller, Doing Discourse Research: An Introduction for Social Scientists, ed. Bryan Jenner (SAGE,
2013).
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For example, in the battle against corporate power Shoshana Zuboff*® notably
empioys the metaphor of “surveillance Capitalism” to compare the data practices of
corporations to those of state surveillance regimes. While this notion is polemic, as
GAFAM is not imprisoning misbehaving citizens, the metaphor presents a powerful
tool in her critique to gain popularity. Her work also provides another example of
simplifying arguments to be effective. For instance, although Zuboft highly values
individual autonomy, she decides not to view consumerism as an expression of
individual sovereignty for strategic reasons. Instead, she frames it as the consequence
of targeted commercial manipuiation techniques. As a result, personai freedom in
surveillance capitalism will be impossible, which presents a kind of collateral damage
to the narrative in the fight against capitalistic suppression.

The rhetoric of digital anarchism adopts a different approach to achieve its
goals. Here, too, individual autonomy is threatened by authorities and central
institutions such as the state and economy. In opposition to the behaviouristic
metaphor of users a lab rat controlled by external forces, digital anarchism chooses a
narrative of self~empowerment and, extending Nietzsche’s ideal, it promotes the
concept of the digital Ubermensch—a superhuman figure emblematic of utmost
independence and self-determination® This discursive strategy does more than
vaporize individuality; it constructs an archetype of personal sovereignty that
transcends the limitations of any form of centralized control. In this configuration,
the narrative becomes particularly seductive to an academic techno-elite, among
whom self-realization, the free exchange of ideas, and a devout faith in technology are
highly esteemed. Simultancously, this discursive formation complicates digital
anarchism’s ability to argue for the digital inclusion of vulnerable and marginalized
groups by state interventions.

Moreover, the technological or infrastructural perspective as an important
branch of research* is strongly interdependent with the uncovered narratives. Yert,
one could argue that a dualism of infrastructures and narratives exists. Infrastructures
are used as a tool to establish mechanisms of sovereignty and vice-versa shape power
structures. The narratives described in the model manifest themselves through
infrastructural actions as path dependencies. One example of this is the narrative of
digital anomie.

38 Zuboff, The Age of Surveillance Capitalism.

* Douglas Kellner, “Metaphors of Cyberspace and Digital Technologies,” in Technology and
Democracy: Toward A Critical Theory of Digital Technologies, Technopolitics, and Technocapitalism
(Springer Fachmedien Wiesbaden, 2021), 35-66, https://doi.org/10.1007/978-3-658-31790-4_2.
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Adopting post-colonialist narratives, the narrative of digital anomie, draws
attention to the imbalances and disruptions caused by digital practices and connects
these to broader historical and social contexts. The post-colonial perspectives about
digitai sovereignty shape the discourse by Criticaliy examining how colonial legacies
continue to shape power dynamics and access in the digital world, emphasizing the
expioitation and digital divide that persiston a giobai scale. Don't be evil, as the mantra
of Silicon Vaiiey here appears as historical amnesia and Western arrogance, as today’s
global platform economy, as an infrastructure, means that users from the Global
South must submit to policies and terms of condition written with Western*' (or
Chinese**) values and interests in mind. Here, infrastructural supremacy is converted
to continuous political and economic supremacy and hard to escape path
dependencies. The missionary zeal of the mantra glosses over the colonial legacies and
ongoing economic exploitation that are part of the West’s interactions with other
regions, suggesting a selective memory regarding past and present injustices.

The discourse on liberal-democratic ideas of digital sovereignty shows the
other side of the coin. It illustrates how societies create infrastructures at various levels
to establish values of freedom based on technological sovereignty and thus free
themselves from the sovereignty claims of third parties.*# Regarding this, two lines of
thought can be identified: The first line of thought stresses that sovereignty should be
placed in the hands of citizens rather than in companies or governmental
institutions,** to prevent governments from exercising power via infrastructures, e.g.,
internet shutdowns to suppress other narratives.* Thus, there is a strong focus on
measures to increase self-empowerment, digital literacy, and self-protection tools.
The second line of thought views the digital sovereignty of the individual as a human
right. Respecting and protecting it shall be the duty of all state authorities. This
position favours stricter regulatory measures and the demand for transparency
concerning algorithms and business models.?*® Here, the narratives, as outlined, can
be understood as rhetoric figures of dual character. They mobilize infrastructuring7

*# Kwet, “Digital Colonialism.”

2 Folashadée Soulé, “Digital Sovereignty in Africa: Moving beyond Local Data Ownership,” Centre for
International Governance Innovation Policy Brief No. 185, 2024,
hteps://www.cigionline.org/static/documents/PB_no.185.pdf.

>3 Musiani, “Infrastructuring Digital Sovereignty.”

*#4 Pohle et al., “Digital Sovereignty”; Lambach and Oppermann, “Narratives of Digital Sovereignty.”

25 Thsan and Saleem, The Nexus of Religious Populism.

*# Pohle et al., “Digital Sovereignty”; Lambach and Oppermann, “Narratives of Digital Sovereignty.”

*7 Musiani, “Infrastructuring Digital Sovereignty.”



activities to create nationalized or monopolized information infrascructure*® or
prevent discourses to flourish to keep a monopoly.

Conclusion

In this article we examined digital sovereignty as a dynamic phenomenon in the field
of tension between state institutions, economic actors, and individuals. Our model
enriches research on digital sovereignty by emphasising the interdependence between
state, economic and individual actors. Through a binary model with eight narratives
of digital sovereignty, the relational character is revealed and a gap between
theoretical and actor-network perspectives is closed. The model serves as a tool to
grasp the complexity of the topic and to analyse the discourses in the struggle for
digital sovereignty. It sheds light on the interplay between infrastructure and
discursive formations in the stabilisation of power in the digital space. Analysing
rthetorical strategies such as metaphors and polemics contributes to a deeper
understanding of the dynamics.

Although the narratives do not provide concrete instructions for action, they
serve as strategies to legitimise or criticise measures in the digital space. Simplifying
narratives by juxtaposing weak and strong actors is a deliberate strategy to sharpen
arguments and gain interpretative sovereignty to mobilize practices to monopolize
digital infrastructure. Moreover, this paper did not to outline which concepr of digital
sovereignty is correct, beneficial, or even the best one. Instead, our goal was to make
discursive structures visible. For instance, the review of the discourse landscape shows
that it is common in the literature to equate digital sovereignty with the Western ideal
of individual freedom. However, this narrow focus risks fostering a silo mentality that
excludes alternative narratives from mainstream discourse, neglecting how other
societies envision their digital futures, especially those that do not share the same
historical and ideological backgrounds.

248 Mollers, “Making Digital Territory.”
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